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Examination of ES&S Voting System (EVS) 6.1.0.0

EAC Certification Number: ESSEVS6100

Components Examined Version
ExpressTouch 1.0.3.0
DS200 Precinct Ballot Counter 2.30.4.0

DS450 Central Scanner and Tabulator 3.4.0.0
DS8&850 Central Scanner and Tabulator 3.4.0.0
ExpressVote & Previewer, HW v. 1.0 4.0.0.0

ExpressVote & Previewer, HW v. 2.1 4.0.0.0
ExpressVote XL HW v. 1.0 1.0.3.0
Electionware 6.0.0.0
ExpressLink 2.0.0.0
Event Log Service 2.0.0.0
ExpressVote Activation Card Printer NA

ExpressVote Previewer 4.0.0.0
PaperBallot 6.0.0.0
Removable Media Service 1.5.1.0

Toolbox 3.5.0.0



Changes from Last Version Examined (EVS 6.0.4.0)

The biggest change in EVS 6.1.0.0 is the switch of Electionware to use 64-bit Microsoft
Windows operating systems. Here are the details:

Change from Change to
Windows 7 Windows 10 Enterprise LTC
Windows Server 2008 R2  Windows Server 2016

More changes, listed in the ES&S document System Change Notes, were made to make the
ES&S system more secure or efficient or easier to use.

System Overview
EVS is a comprehensive election system that supports most modern voting methods.

Election setup is done using the Electionware software and then transported to the various
Election-Day devices on encrypted USB memory sticks.

On Election Day, voters can mark paper ballots manually, or use an ExpressVote, ExpressVote
XL, or ExpressTouch voting station. ExpressVote is a touch-screen voting station that can be
used either as a direct recording electronic (DRE) device that records voters’ choices on
electronic media, or for printing their choices on a paper ballot card for separate tabulation.

The printed ballot contains a complete record of the voter’s choices in both human-readable form
(so the voter can verify it) and machine-readable form (for tabulation).

ExpressTouch is a tablet voting station that is primarily for curbside voting.

At the polls, election workers first identify a voter’s precinct and split, and then use ExpressLink
to print an activation card to unlock a voting station. For manual voting, the voter is given a
paper ballot.

The paper ballots and vote summary card can be scanned in the precinct using the DS200, or in a
central-count location using the DS450 or DS850. The results of DRE voting and the ballots
scanned in the precinct are written on USB memory, which is then carried to the central-count
location for final tabulation.

Examination Procedures

This was a two-day examination. On the first day, we observed as the vendor installed the
firmware and software using files obtained directly from the VSTL by the Secretary of State,
thus providing chain of custody. Then we verified version numbers, asked technical questions,
and discussed the technical aspects of the system.



On the second day, we heard a presentation about the system, voted on the different voting
stations, tabulated using each scanner, transported election results to the central-count system,
and verified that the results were tabulated properly.

Concerns

Concern 1. Confusing screen layout

ES&S has not addressed my concern about the ExpressVote XL, which was identified in my
report from the previous exam, on January 22, 2019. My concern is that it is possible to create
the confusing ballot layout shown in the photo (from the prior exam), with four columns labeled
non-partisan and the others labeled with party names. In the example below, this confusing
layout is made worse by the partisan races being listed on the right, so that the voter must scan
across all the empty columns to see which party a candidate belongs to.

General Election

January 22,2019
SAMPLE BALLOT

STRAIGHT PARTY

5. SENATOR
U\lclt for One

uS

A3
VWLSKMVAYN
RESote tor One

GOVERNOR
Vote for On¢

St
REpRESENTATIVE
covgn
COUNTY JWE"'

Vote for O

[ COUNT
i

O cinet 1

Vote o

CATCHER
Ouefor 0o

or on a separate page.

NONPARTISAN

REPUBLICAN PARTY

JOHN DOE

STEVE BLACK

TiM GREEN.

ETHAN BLUE

THOMAS KIMBLE

MARK PANOLA

RICH YOUNG

RENE CASS

RON

JoE CAME!

(/Y WHITE

e coLBAt
1L ORESS

NANCY ©

DEMOCRATIC

HARRY SMITH

ATHY CAMERON

Crimis CAR

VA WALKER

CEVIN TARRANT

ScOTT WALLER

A AP

USERTARUAN PARTY

08 LALY

JACKIE BEXAR

DAN CARNS

J0E BUS

UTH SUTTON

pauL TANLOR

LARRY EVANS

- MONTGOMERY

SENEL NEWS

pEmRA RS

ADAM CORE
——

—
——=gn

weee |

| =

anxanfiiof 2 ‘

One solution to this would be to list the non-partisan candidates in a separate table from the ones
with party affiliations. The second table could be displayed to the right of the first one, below it,



ES&S has responded to my comments by proposing a ballot layout like the one shown below.

& 1 | L & rite in 1L ELIMIATE 5Cr
] | n\?‘?l.c‘a'::;? WANCY ChLDRESS | OLENN COLEMAN IREY WHITE | JoEcamescs
REPUDLICAN PARTY | DEMOCRATIC PARTY | LIDRTARIAN FPARTY | GREDN PARTY 1 5! | .
| ) vatie |
CHERIL
| KEM COLEMEAN RCHARDSON |
= il = = , | ]
JoeMBOE | HARRYEMIH | BOBLILLY = RENEEMEWS | Wilein SCHOOL BOARD | [ [8] |
i i) L =0 TRSTEE v &
: | | wlmE | awpasTRoR DRIS BALEY
— o o f2e
O C = [= than Three | |
O 0
T STEVEDLACK | WATHYCAMERON | JACKEDEGAR | GLORIADALLAS v o
| REP LEM L] (2]
BRIANBELL TRAVES AUSTH
il =R ) = . A
TIM GREEN MATTHEW BOX DANCARNE | et 1 ] Al
g | i = TOM ARMSTRONG | RITA TYsost
| [=] I | Ol ALDERMAN |
d N | vota forno mara =t —
T soroiz BuAwcsT e T O O
=5 = : | = | cHasuamcuez | ETmEsuaARD
(= O (=] -
THOMAS KIMDLE EVA WALKER RUTH SUTTON CARL RUSK Witiein
| REP DM us =1
e O I e o O
CouRT oF — Yikde
PANDLA | KEVMTARRANT PAML TAYLOR TERESA GH
i o DEM | it G
Vit fod Ceg - |
5] 5] O 0
COUNTY JUSGE | RICHYQUMG |  SCOTT WALLER LARRY EVANS CIAS HARRIS witn.n
Vite b One neP | DiM Lok AN
=] [ = =l i
T IRENE CASS KATECAMP | DILLMONTGOMERY | ADAMCONE wane-e
| RIF | eM ity o
Veta forone | — ]

I completely agree with this approach (except for the blank columns under nonpartisan), but why
does ES&S not use this approach in the example below, which is from Electionware Vol. I11:
Design User Guide in section 3.1.2, on page 235? This is the only example of a ballot layout I
found in their documentation.
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It’s important to provide guidance to counties about how to use the ExpressVote XL to lay out
ballots so they can be clearly understood by voters. ES&S argues that the Electionware software
is merely a tool, and the responsibility for designing a user-friendly ballot resides with the
customer. However, I believe that the vendor should provide guidance regarding best practices
and cautions regarding misuse, where it cannot be prevented.

Concern 2. Verification of Hash Codes

The software and firmware in a voting system should be verified using hash codes. A hash code
is a number that can be calculated from a file to verify that any copies are correct and have not
been tampered with. For voting systems, this is usually done by comparing the hash code of the
installed software to the hash code of the certified software. The hash codes of the certified
software, often called trusted hash codes, are provided by the US Election Assistance
Commission (EAC).

During the exam, about 7,000 files appeared to be invalid. It turned out this was because ES&S
had missed an installation step where hashes are generated. ES&S provides a script to compare
hashes, but it does not compare them directly against the trusted hashes. Instead, according to
ES&S Voting System Security, this is done it three steps:

1. Hashes of the installation media are compared against the trusted hashes from the EAC.

2. After installation, new hashes are generated for the installed system.

3. Finally, when the system is configured or on Election Day, hashes from the configured
system are compared to those generated in step 2.

On the test system ES&S forgot to perform step 2.

Even if they had remembered step 2, some files will change as the system is used, and it is
difficult for the county to know which files are expected to change.

It would be better, I think, for the EAC to have hashes of only the files that should not change.
Then only those files would need to be hashed on the configured system, and the county would
know that all the generated hashes should compare.

This would also reduce the time required to generate and compare hashes, which during the
exam was over two hours.

Summary
In my opinion the EVS 6.1.0.0 is an excellent voting system, and I recommend certification.

For the ExpressVote XL, I recommend the certification be conditional -- the condition being that
ES&S modify their documentation by changing the example on page 235 and warning against
the usability concern I have raised. In later versions, they should warn from within
Electionware.
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