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Incident  Response  Cycle 

PREPARE DETECT & 
ANALYZE 

CONTAIN 

REMOVE 

RECOVER 

POST-
INCIDENT 

ELECTION  INCIDENT  RESPONSE  PLAN 
WORKSHOP 

Not a linear process 
• Move back and forth between Detect & Analyze phase and 

Contain, Remove and Recover phases 
• After Post-Incident phase, incorporate lessons learned and adjust 

Prepare phase 



 

   

EIRP  Overview:  What  is  it  and  Why  do  I  need  one? 
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A  detailed  step-by-step  plan  to  help  you
prepare  and  handle  an  unexpected  
incident 
What  to  do  if  you  suspect there  has  
been  an  incident 

What  to  do  once  you  confirm there  has  
been  an  incident 

What  to  do  after the  incident  has  been  
handled 
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When  Do  I  Use  It? 
When  a  sudden and  unforeseen incident  affecting  

your  operations  has  been  confirmed 
Examples  may  include: 

Voting  equipment  malfunction 

ePollbooks  not  operational 
Internet  access  down 

Tabulation  machines  down 

Polling  locations  unusable 

Critical  staff  unable  to  perform  their  duties 

Cybersecurity  incident  (malware,  ransomware,  etc.) 



   

When  Do  I  Use  It? 

What  other  examples  can  you  think  of? 

Have  you  experienced  an  incident  during  an  election? 

Do  you  have  a  plan  in  place? 
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“What  do  you  mean  you  don’t  know  where  my  
ballot  is?” 
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Inside  The  Plan:  Guides,  Plans,  Checklists 

• Thoroughly  read and  review
the  template  first!! 

• Determine  what  applies  to  
you.  

• Gather  the  required  
information. 

• Assemble  a  team  to  discuss  
and  build  the  template. 
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Customizing  the  plan 

• Understand the difference between an event and incident. 
• Classify assets and data in order to determine incident severity 
• Design plans for potential scenarios. 

• Different situations will require different resources 

• Focus on scenarios relevant to your organization. 
• Establish reviewing and rehearsing timelines. 
• Keep the plan simple. 
• Refer to other documents of the Written Information Security Program, 
if necessary 



   

  
 

• Replace the provided suggestions 
(underlined, italicized text 
portions)

• Add your specific instructions 
(actions, resources, people, 
methods)

• Fill out information to the best of 
your ability. 

Election Incident
Response Plan
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Customizing  the  plan 



  

 
 

 
 

 
  

    
 

 
 

        

 
  

 

   

  APPENDIX E

Communications
Plan

Incident
Notification

Priority
Contact List

Incident
Response Team

Roles and
Responsibilities

Evidence
and

Chain of
Custody Form

Emergency
Contact List

APPENDIX B APPENDIX D APPENDIX FAPPENDIX CAPPENDIX A 

Incident 
Handler’s Log 

and Report 

Inside  The  Plan:  Guides,  Plans,  Checklists 
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Appendix  A:  Incident  Handler’s  Log  and  Report 

 

• Living  document  through  the  
duration  of  the  incident 

• Mainly  handled  by  the  incident  
response  commander 

• Have  10  printed  copies  available
• Disseminate  information  in  

accordance  with  the  
communications  plan 
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Appendix  B:  Incident  Notification  Priority  Contact  List 

• Notify  critical  stakeholders  (SOS,  
DIR,  CISA,  etc.) 

• Continue  to  provide  updates  
periodically  or  as  they  occur 

• Use  official  channels  for  external  
communications 

• Coordinate  with  emergency  
management  services 
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Inside  The  Plan:  Guides,  Plans,  Checklists 

Incident 
Response Team 

Roles and 
Responsibilities 

APPENDIX C 
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Appendix  C:  EIRP  Team  Roles  and  Responsibilities 

• Ensure  team  members  know  
their  responsibilities. 

• Conduct  rehearsals  (planned  
or  unplanned) 

• Establish  a  secure  way  to  
communicate  the  team  
members  once  plan  has  been  
activated 
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Appendix  D:  Emergency  Contact  List 

• List  with  internal  staff  contact  
information 

• Delegate  updates  to  
department  managers 

• Notify  your  internal  staff  
about  the  incident 
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Appendix  E:  Communications  Plan 
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• Maintain  information  flow  
through  communications  
director 

• Communicate  incident  detail
on  a  need-to-know  basis 

• Establish  a  secure  way  to  
communicate  with  team  
members  once  the  plan  has  
been  activated 
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Appendix  F:  Evidence  and  Chain  of  Custody  form 

• Enter  as  much  detail  as  
possible 

• Maintain  copies  of  produced  
forms 

• Provide  copies  to  
insurance/vendors,  if  
applicable 
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Final  Thoughts 

• Three  components  to  Incident  
Response:   Plan,  Team,  Tools. 

• Interoperability with  other  documents  
in  the  WISP is  essential. 

• Proper  implementation  will  minimize  
costs  associated  with  remediation.  

• Proactive  >  Reactive 

• Scope  should  be  broad  but  relevant. 



 

   

WEBINARS TRAINING RESOURCES 

ELECTION  SECURITY  TRAINERS 
ElectionSecurity@sos.texas.gov  

AVAILABLE SUPPORT 
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