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Continuity of Operations Plan (COOP) Overview

* Whatis it, How to use it, When to use it

Structure of the Plan

* Interoperability with the Written
Information Security Program (WISP)

* Essential Election Functions

Must be tailored to the needs of Your Organization
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COOP Overview: What Is It and Why Do | Need One”?

A step-by-step plan to keep your essential election
functions working during a disruption

Things can and will go wrong
Better structured for foreseen events and controlled changes
This is your Plan B
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When Do | Use It?

Activate the plan when a major disruption occurs.

Examples include:
Internet access down
Voting equipment unavailable
ePollbooks not operational
Tabulation machines down
Computers, applications compromised

Critical staff can’t perform their duties

Polling locations unusable
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CONTINUITY OF OPERATIONS PLAN

EIRP vs COOP: Blown Tire

Election Incident Response Plan

* Turn on flashing lights, pull over

* Notify somebody (911, family
member, co-worker)

e Callinsurance

* Determine next action (change
tire yourself, call tow truck)

* Get back on the road

Continuity of Operations Plan

Practice safe driving procedures
Have emergency contact information
available

Ensure that spare tire and tools are
available and in good condition.
Road safety kit available

Have a spare car to use, carpool
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Written Information Security Program Interoperability

Election Security Best Practices
Guide & Data Classification System

Election Information Security Policy

Election Incident Response Plan

* Continuity of Operations Plan

Vendor Risk Management Policy

Election System Security Plan
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Structure of the COOP

—
Alternative Election Early Voting Responsibility Alternate
Technology Continuity of and Election Succession Plan Utilities and

and Data Plan Operations Day Worker & Job Facilities Plan
Contact List Contact List Responsibilities &
and Tasks Guide Relocation
Checklist
TABLES WITHIN
DOCUMENT APPENDIX A APPENDIX B APPENDIXC& D APPENDIX E & F




o Lexas Secretary CONTINUITY OF OPERATIONS PLAN
A\ of State

Structure of the COOP

Table 1: Election Staff Support Alternative Technology and Data Plan

A I te r n at iVe Te C h n O I Ogy a n d ROLE WITH ACCESS OR RESPONSIBILITY TO TAKE ACTION

D t P I n ALTERNATIVE LOCATION PRIMARY DESK NEXT-IN- DESK PHONE
COMPROMISED ACCESS IT

e Each of the 8 election
functions has one of
these

* Provides information on
what resources you will
use if your technology
and data are
compromised
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Structure of the COOP

I

Alternative Election Early Voting Responsibility Alternate
Technology Continuity of and Election Succession Plan Utilities and
and Data Plan Operations Day Worker & Job Facilities Plan

Contact List Contact List Responsibilities &

and Tasks Guide Relocation

Checklist
TABLES WITHIN APPENDIX A APPENDIX B APPENDIXC&D APPENDIXE & F

DOCUMENT
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Structure of the COOP

PHONE ALTERNATE/CELL STREET DEPARTMENT/
PHONE ADDRESS VENDOR/

AGENCY

 Election Continuity of T e I e

1 Main St. Department

Operations Contact List St

123-456-7890

Joe Miller Sales Engineer 123-456-7890 Acme Voting

Blvd. Machines Inc.

Anywhere

miller@acme.com ’ 1 Industrial

* Multiple forms of contact for

1ICA 11141
Sta ff NAME EARLY VOTING PHONE ALTERNATE/CELL EMAIL LOCATION
Mary Parker AND ELECTION PHONE
v DAY WORKER
* Maintai d upd larl Vain
a I nta I n a n u p ate regu a r y Bob Burns Early Voting 123-456-7890 123-456-7890 0l ail.col Main Office

and Election

Pete Stevens | Em Coordinator

® Ea rly Voting and Election Ma| Wendy Wills | Sales Engineer | 1234567890 | 123-456-7890
Day Worker Contact List

* Designate one coordinator to
share emergency procedure
instructions

* Maintain and update regularly

Polling Location 543

o
=]
a
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Structure of the COOP

Alternative Election Early Voting Responsibility Alternate
Technology Continuity of and Election Succession Plan Utilities and
and Data Plan Operations Day Worker & Job Facilities Plan

Contact List Contact List Responsibilities &

and Tasks Guide Relocation

Checklist
TABLES WITHIN APPENDIX A APPENDIX B APPENDIX C & D APPENDIX E & F

DOCUMENT
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Structure of the COOP

CONTINUITY OF OPERATIONS PLAN

Responsibility Succession
Plan
* Train next-in-line
desi
Document g n e e S

PRIMARY

MOBILE#  NEXT-IN- MOBILE# NEXT-IN-LINE
LINE
DESIGNEE

HAS
DOCUMENTED
JoB

FUNCTIONS?

* Set up access and

JOB RESPONSIBILITIES AND TASKS GUIDE

Title: Election Coordinator

Critical Responsibilities

Step-by-Step Task Instructions

Resources Needed

Resource Location

permissions

Job Responsibilities and
Tasks Guide

% » Step-by-step
instructions on duties
for next-in-line

designees

Arrange Voting Machine

Transport to Polling Locations

1 Create maps from
courthouse to polling
locations

2 Contact secure courier
and arrange pick-up
and delivery date

3 Ondelivery day,
maintain accurate
Chain of Custody

record

e Polling location

addresses

* Courier contract

e Chain of Custody form

e File cabinet in Dan’s

office in folder marked

“Polling Sites”

e File cabinetin Dan’s

office in folder marked

“Vendors”

« Election WISP binder in

locked 2™ floor storage

closet

NEXT-IN-LINE
HAS NEEDED
CREDENTIALS
AND

PERMISSIONS?
|
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Alternate
Utilities and
Facilities Plan
&
Relocation
Checklist

APPENDIXE & F
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Structure of the COOP

ISSUE SOLUTION CONTACT WHO IS RESPONSIBLE FOR TAKING ACTION

Alternate Utilities and o T T
Facilities Succession Plan

il ° Plan for where to
relocate to

ITEM LOCATION ‘WHO IS RESPONSIBLE

M M Computers Individual Desks Each Staff Member Is Responsible for His or Her Computer
e O Ca I O n e C I S Written Information Security Locked 2" floor closet Election Administrator

Program Binder

. Backup Hard Drive Locked 2™ floor closet Election Administrator
m [ ) AI I n ecessa ry Ite m S Mobile Hotspot Device Locked 2™ floor closet Election Administrator
L || Spare Tabulation Computer Locked 2" floor closet Election Administrator

Main Tabulation Computer Office 112 Office Manager

Batteries and Chargers Office 1B Office Manager

Extension Cords Office 1B Office Manager

Encrypted USB Keys Office 1B Office Manager
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Customizing the Plan: Adaptation

Read through the entire plan template

Make it specific to your county

Include any information you would want to see coming in
Begin adapting the template to your specific criteria

Conduct tabletop exercises, drills or mock events
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Customizing the Plan: Updating

PLAN REVIEW LOG
ReVI eW yo u r p I a n a n d ORIGINAL EFFECTIVE DATE <Date>
Drafted By <Name, Title> Signature <Signature> <Date>
esta b I i S h a SC h e d u I e fo r Approved By <Name, Title> Sig <Signature> <Date>
General Election Legislative Session Years: After an
u p d d te S REVIEW Years: December after July after SOS Law incident or

SCHEDULE elections Conference practice drill

Keep a record of all e e | e Drﬁg&}?y: Mo | Vemerite | owe

reviews and changes
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Customizing the Plan: Implementing

Election System

WRITTEN INFORMATION SECURITY PROGRAM (WISP) TEMPLATES

Once you have made the plan your own:

* Work with your organization to implement it

e Train your staff

* Continue working on the other documents in the Election Security Toolkit
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AVAILABLE SUPPORT

21 | A

TRAINING

WEBINARS RESOURCES

|

ELECTION SECURITY TRAINERS

ElectionSecurity@sos.texas.gov
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